
 
 

Security Advisory 012 
SNMP on iG114 

Issued Thursday, 8th August 2019 

 

A number of issues have been highlighted recently with respect to the Speakerbus iG114 
gateway device and SNMP V1 / 2. 
 
In particular the following threats were identified: 

• Unauthorized users can read all SNMP information because the access password is 
not secure (Qualys QID 78030) 

• The SNMP version is an end-of-life SNMP version (Qualys QID 105459) 
 
The iG114 is not able to support SNMP v3. Whilst Speakerbus are investigating alternative 
options to deliver the equivalent functionality where there is a potential for exposure to 
these vulnerabilities, we recommend disabling the SNMP feature of the iG114.  
 
For further information please contact your regional partner or our service desk. 
http://www.speakerbus.com/support/ 

http://www.speakerbus.com/support/

